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Introduction

“Miners used a canary in a cage
to detect toxic gases.

If the canary stopped singing,
the miners fled the caves.

This was one of the early
predictive monitoring systems.”
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Overview
● SSMA consists of three parts:
– A lightweight client for monitoring Solaris,Linux and 

Windows server environments
– A server component for collating and reporting data 

gathered from the SSMA client
– A load generation client

● Together these components make SSMA a 
powerful tool for providing data for effective:
– Performance monitoring
– Capacity planning
– Trend analysis
– Problem resolution
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SSMA Clients
● SSMA has two client components:
– SSMA Monitor

● Gathers a plethora of system information on a frequent basis 
useful for near time monitoring and historical analysis

– SSMA Load Test
● Creates repeatable load
● Allows for easy comparisons between differing systems

● Both tools have the same design
– Tools do not need root to run or install
– Runs on Linux, Solaris (both SPARC and x86) and 

Windows
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SSMA Monitor
● How does it work?
– On the machine being watched, we execute a shell script 

● canary_solaris.sh,canary_linux.sh .etc
– These scripts issue 52 distinct commands producing a 900 line 

ASCII output file.
– The output file is sent to a central server for reporting and 

graphing (transport is scp,ftp,sftp,mailx,nfs,http or https)
– The script samples data every 30 seconds and every 10 minutes.
– Uses less than 19 seconds of CPU time and 90 seconds of 

elapsed time per execution
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OpenCanary Monitor Cont...
● Shell Script:
– 1mb tar ball untarred into /var/tmp/canary on each client
– Works on Solaris 6/7/8/9/10,TSOL 8, S10 Zones and Open 

Solaris (SPARC & x86) ,HP-UX, Windows XP and Linux.
● Gathers a variety of information including:
– System load information (CPU, memory, I/O)
– Network performance (Latency, bandwidth, packet loss)
– Creates a configuration template showing the /etc/system, 

automount, and GNOME settings across all servers

● NB: No binaries on client machines. The same 
script works across OS versions.
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SSMA Server
● The Server component acts as both a data 

repository and reporting server
● Data is stored as ASCII files, no databases
● Reporting is provided via an Apache web server
● The reporting currently available includes:
– A dashboard of 20 key graphs
– Summary of systems monitored
– Drill down of individual components
– Animated load graphs
– Application heat maps
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Dashboard
● The dashboard provides 20 graphs for each 

server
– Created every 10 minutes
– Show network traffic, CPU load, memory, disk activity 

and application profiles.
– Shows runaway processes, unusual data patterns.TCP Traffic CPU Load Runaway

Process

Strange Traffic

Images Courtesy of Sun Microsystems
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Using the Dashboard
● Helpful for performing root cause analysis

We sample %SYS, %USR, runq every 30
seconds: %SYS increased by 20% every
10 minutes.  Runq increased by over 60
every 10 minutes.  Suspect: automountd

Avg and Max ping time indicated
a bad network for four days.  Ping
time tripled.

Images Courtesy of Sun Microsystems



    Simple System Monitoring Application

https://ssma.dev.java.net/ Page 9

Reports: Summary

Images Courtesy of Sun Microsystems
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Reports: Animated Load

Images Courtesy of Sun Microsystems
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Reports: Application Heat Map

Images Courtesy of Sun Microsystems
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SSMA at Sun

Images Courtesy of Sun Microsystems
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SSMA Load Test
● The load test has the ability to create the exact 

same load across different platforms
● Currently, it runs on Linux and Solaris.

Images Courtesy of Sun Microsystems
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History
● Originally created within Sun Microsystems to 

assist management of many Sun Ray™ servers
● Initial development started in Nov 2003, with the 

original name of “Canary”
● June 22, 2007, Sun released the code:
– Released under  the Apache version 2.0 license
– Created the SSMA community at

 https://ssma.dev.java.net/
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Thank You

SSMA
Keeping your servers singing

and your users smiling 


