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CHAPTER 1

Signed Patches Release Notes for
PatchPro 2.2

These release notes contain release information about the Solaris™ patch management
tools, PatchPro 2.2 and Patch Manager Base 1.0.1. These tools enable system
administrators to analyze systems to determine the list of recommended patches for
Solaris systems. You can also use these tools to download patches from Sun to local
systems and to apply the patches to local systems.

What's New in PatchPro 2.2
PatchPro 2.2 differs from PatchPro 2.1 in the following ways:

The PatchPro installation program, setup, has been simplified and improved.

m  The installation script assists you in configuring your patch management environment.

These changes help to prevent problems that are related to incomplete or incorrect
configuration of the patch management tool.

m A prepopulated keystore is now included in the SUNWppc£fg package.

PatchPro 2.2 supports an authenticated web proxy feature. This feature enables users, whose
machines are behind a firewall, to use PatchPro when their web proxy requires authentication.

The location of the PatchPro configuration file, pat chpro. conf, has been changed to
/etc/opt/SUNWppro/etc.

The configuration file in /opt /SUNWppro/etc still remains, but is ignored.

The PatchPro configuration file is now delivered in the SUNWppcfg package instead of the
SUNWppro package.

The pprosetup -i command no longer requires the
clientroot:clientusr:noncontract preamble. This preamble is used to specify the
patch installation policy for manual mode.

Critical and quality related bugs from PatchPro 2.1 have been fixed.
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CHAPTER 2

Installation Issues With Solaris Patch
Management Tools

This chapter describes problems that relate to the installation of the Solaris patch
management tool, PatchPro 2.2 and Patch Manager Base 1.0.1.

patchadd -p Displays PatchArrElem Error on Solaris 8 Systems
/usr/sbin/patchadd[177] : PatchArrElem: subscript out of range

Description: ~ This message appears when you run the patchadd -p command on a Solaris 8
system.

Workaround:  You can ignore this message.

To avoid seeing this message, apply patch 108987-13 to your Solaris 8 system.

1. Become superuser.
2. Download the patch to your system from the SunSolve®™ Patch Portal.

3. Use the unzip command to expand the patch from the ZIP archive.

# unzip 108987-13.zip

4. Change to the patch directory.
# cd 108987-13

5. Apply the patch.

# patchadd ‘pwd‘

Setup of Patch Management Tool Fails to Complete Successfully

The following files are already installed on the system and are being used
by another package:

/etc <attribute change onlys

Installation of <SUNWppcfg> was suspended (interaction required) .


http://sunsolve.sun.com/patches/

Description: ~ The patch tool setup script did not complete successfully.
Cause: The owner or permissions on the /etc directory have changed.
Workaround:  Perform one of the following workarounds:

m  Set the owner, group, and permissions of the /etc directory to be root, sys,
and 0755, respectively.

®  Change the value of the conflict parameter in the
/var/sadm/install/admin/default file to be ask or nocheck.

Installation of PatchPro Hangs When the /opt Directory Is Full (4872810)

Installing supporting packages...

ufs: NOTICE: alloc: /opt: file system full
mkdir: "/opt/SUNWapcy": No space left on device
mkdir: "/opt/SUNWsdb": No space left on device
mkdir: "/opt/SUNWppro": No space left on device

Description: ~ Error messages such as these appear while you attempt to install PatchPro on
your system. Then, the installation hangs.

Cause: During the installation of PatchPro, /opt runs out of disk space.

Workaround:  Before you install PatchPro, ensure that /opt contains at least 5 Mbytes of
available disk space.

Problem Detected During the PatchPro Initialization Process

Problem detected during PatchPro initialization process. Please check the
log file.
Exiting.

Description: A problem occurred during the installation of PatchPro.

Workaround:  Check the PatchPro log file for errors. By default, the PatchPro log is the system
log (syslog).
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CHAPTER 3

Runtime Issues With Solaris Patch
Management Tools

A\

This chapter describes common problems you might encounter when using the Solaris
patch management tools to do the following;:

®  Analyze systems to determine the list of recommended patches
®  Download the recommended patches to the system
®  Apply the recommended patches on the system

For additional troubleshooting information, see the Signed Patches Administration Guide
for PatchPro 2.2.

Caution - Solaris 9, Solaris 9 9/02, and Solaris 9 12/02 only — If you expect to apply a
large number of patches to your system, use the pprosve -i command instead of
smpatch.

If you use smpatch, all of the recommended patches might not be downloaded. If the
download fails, no patches are applied to the system.

You might encounter this problem in one or both of these circumstances:

m  If the patch download directory runs out of space before the download completes
m  If one of the downloaded patches is a nonstandard patch

Wrong Version of the smpatch(1M) Man Page Appears on Solaris 9
Systems (4860008)

Description: The wrong version of the smpatch(1M) man page appears when you run the

Cause:

man command on a Solaris 9 system.

The smpatch(1M) man page that appears pertains to the Solaris 2.6, Solaris 7,
and Solaris 8 version of the smpatch command.

This happens when the /opt /SUNWppro/man directory appears ahead of the
/usr/man directory in your MANPATH.
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Workaround:  Ignore the version of the smpatch(1M) man page that is installed in the
/opt/SUNWppro/man/manlm directory.

Instead, refer to the man page installed in the /usr/man/smanlm directory,
which contains the Solaris 9 version of the smpatch command.

# man -M /usr/man -s 1lm smpatch

Or, ensure that the /usr/man directory appears ahead of the
/opt/SUNWppro/man directory in your MANPATH.

smpatch add Does Not Use the Patch Directory Specified by the -d
Option (4888820)

Description: ~ When you specify the patch directory on the smpatch add command line by
using the -d option, the following error appears:

Error: PatchPro failed: CRITICAL: Invalid patch source directory.
Problem Summary:

(1) Patch source directory does not exist. Verify that the patch source
directory exists or set the patch source directory to an existing
directory with pprosetup -d <download directory>

Workaround: Do not use the -d option with any of the smpatch subcommands to specify a
patch directory.

Patch Manager on Solaris 9 Systems Fails Because the /var/sadm/spool
Directory Cannot Be Recreated (4883158)

Description: ~ On a Solaris 9 system, Patch Manager reports that it cannot create the patch
directory, /var/sadm/spool, because it already exists.

When you run the smpatch command, the following error message appears:

# /usr/sadm/bin/smpatch download
Authenticating as user: root

Type /? for help, pressing <enter> accepts the default denoted by [ ]
Please enter a string value for: password ::

Loading Tool: com.sun.admin.patchmgr.cli.PatchMgrCli from hostl
Login to hostl as user root was successful.

Download of com.sun.admin.patchmgr.cli.PatchMgrCli from hostl was
successful.

Cannot create the directory /var/sadm/spool.
Please check the permissions.

#

This problem causes Patch Manager to be unusable.
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Cause:

Workaround:

This problem appears on systems that have been upgraded from Solaris 9 12/02
to Solaris 9 4/03.

The CIM File System Management Provider was not reregistered after the
system upgrade. Therefore, the service provider was not available for use by
Patch Manager.

Reregister the directory service provider and restart the CIMOM:

# /etc/init.d/init.wbem stop
# /usr/sadm/bin/mofreg -r regtag /usr/sadm/mof/Solaris VM1l.0.mof
# /etc/init.d/init.wbem start

pprosvec Silently Creates a Nonexistent Patch Directory (4884494)

Description:

Cause:

Workaround:

The pprosve command silently creates a nonexistent patch directory that you
specified by using the pprosetup -d command.

You specified a nonexistent directory to be the patch directory.

Ensure that the patch directory exists before you run the pprosve command.

pprosvc Issues Error When the Sequester Directory Does Not Exist

(4884494)

CRITICAL: Sequester directory is not writable.

Description:

Cause:

Workaround:

The pprosve -i command fails with the following error message:

CRITICAL: Sequester directory is not writable.

This failure occurs when patches must be moved to the sequester directory,
which does not exist.

The sequester directory, that you specified by using the pprosetup -g
command, does not exist.

Ensure that the sequester directory exists before you run the pprosvce
command.

Server Failure Not Detected While Downloading the Patch Database

(4876039)

Description:

Cause:

Occasionally, PatchPro fails to detect a transient network failure and erroneously
concludes that the download of the patch database succeeded.

HTTP servers that support keep-alive might terminate a connection prematurely.
When the connection terminates, the server sends less data to PatchPro than
originally specified.

Chapter 3 » Runtime Issues With Solaris Patch Management Tools 11
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PatchPro ignores a connection termination that was initiated by the server.
PatchPro also claims that the download was successful.

Workaround:  If you detect this problem, download the patch database again.

pprosve -d or smpatch download Stalls After the First Ten Patches Are
Downloaded (4892047)

Description: ~ The download process you initiate by running pprosve -d or smpatch
download hangs after the first ten patches have been downloaded.

PatchPro appears to be waiting for data to come in from the established
connection to the server.

Cause: The connection to the server is blocked. This state prevents PatchPro from
reading patches from the server.

Workaround: If the download stalls, interrupt the download operation and leave the
downloaded patches in the patch directory. Then, restart the pprosve -d or
smpatch download command to resume the patch download process.

smpatch download Cannot Download Patches Listed by smpatch
analyze (4888232)

(ERROR) => com.sun.patchpro.server.ServerPatchServiceProvider@7918£0
<=Patch cannot be found by server

Description: ~ This message might appear when you run the smpatch download command in
an effort to download a patch supplied by the smpatch analyze command.

Cause: smpatch analyze lists all possible patches recommended for your system,
including contract patches. The error indicates one of the following;:

m  Cause 1 - You do not have a Sun service contract. Without a service contract,
you are not permitted to access contract patches.

®m  Cause 2 - You have a Sun service contract, but you have not configured your
patch management environment to access contract patches.

Workaround:  Resolve this problem by doing one of the following;:

®  If you do not want to access contract patches, you can ignore this error
message.

m  If you want to access the contract patches, do one of the following;:

m  For Cause 1, sign up for a Sun service contract so that you can access these
patches.

m  For Cause 2, configure your patch management environment so you can
access contract patches. See “How to Configure Your System to Access
Contract Patches” in the Signed Patches Administration Guide for PatchPro
2.2.
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PatchPro Locks Up Indefinitely When Running on Solaris 2.6 and Solaris 7
Systems (4882095)

Error: PatchPro is in use by another process. Please try again later.

Description:

Cause:

Workaround:

Each time that you run the pprosetup command, the following error message
appears:

Error: PatchPro is in use by another process. Please try again later.

This problem occurs when a previous pprosetup command did not complete
cleanly or when pprosetup -H was running and then was interrupted when
you typed Control-C. In such cases, the lock file is not removed even if the
process is no longer running.

Manually remove the lock file, patchpro. conf . lock, from the
/etc/opt/SUNWppro/etc directory.

# rm /etc/opt/SUNWppro/etc/patchpro.conf.lock

smpatch update Attempts to Apply Patches Prohibited by the Policy

(4892470)

Description:

Workaround:

The following message appears and states that one or more patches cannot be
applied due to patch attributes, or properties.

At least one patch cannot be installed due to patch attributes.

The properties listed for each patch indicate that the patch should actually be
applied given the stated policy.

Ignore this message.

Despite the message, the specified patches are properly applied because the
policy was not violated.

Patch Incompatibility Problem Detected

patch-1D description

Error: This patch is incompatible with patch(s) patch-ID

Description:

Cause:

Workaround:

You might see this sort of message if you request signed patch downloads by
using the smpatch update command or the pprosetup command.

This error might indicate one of these patch incompatibility problems:

®m  Two or more patches on the download list are incompatible.
®  One of the patches on the download list is incompatible with a patch that is
already applied to the system. See the following workaround.

Follow these steps to identify and resolve the patch incompatibility problem.

Chapter 3  Runtime Issues With Solaris Patch Management Tools 13
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Determine whether an incompatible patch is applied to your system.

# showrev -p | grep "Patch: patch-ID"

. Use the output from the showrev -p command to determine your next step:

®  If an incompatible patch is applied and the patch to download is a Kernel

Update patch, determine which patch is most critical for your
environment. To help you decide, review the patch README files for the
incompatible patch and the Kernel Update patch.

Note — The Kernel Update patch might not contain all of the fixes that are
included in an applied Supplemental Kernel Update patch. If this is the
case, check for a more current Supplemental Kernel Update patch that is
compatible with the Kernel Update patch that you are trying to apply.

The incompatible patch is most likely a Supplemental Kernel Update
patch. If you decide to keep the incompatible patch, further automation
with PatchPro is not possible until the incompatible patch is removed.

If patch automation is desired and the incompatible patch can be safely
removed, remove the incompatible patch.

# smpatch remove -i patch-ID
If the incompatible patch is not applied, go to Step 4.

If the incompatible patch is applied but it is not a Kernel Update patch, go
to Step 4.

3. Restart the patch download process.

# smpatch update

4. Send the patch list to patchpro feedbackl@sun.com for resolution.

Patch Cannot Be Downloaded

At least one of the requested patches could not be downloaded.

Or,

The following patches were not downloaded. Contact your Sun Microsystems

support provider for more information.

Description:

Cause:

The download of a patch fails.

The following are possible causes:

m  Cause 1 - A specific revision of one or more patches in the list is not currently

available due to a patch server synchronization problem. Sun is actively
working to resolve this issue.
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®  Cause 2 — The SunSolve user name and password required to access the
requested patches were not provided.

Workaround:  Resolve this problem by doing one of the following;:
m  For Cause 1, do one of the following:

m  If the patch list is less than 20 patches, wait 24 hours and try again.

m  [f you need the patch immediately, go to
http://sunsolve.sun.com/patches and download the patch
manually.

m  For Cause 2, verify that you have entered your SunSolve user name and
password correctly.

# grep identity /opt/SUNWppro/etc/patchpro.conf
patchpro.sunsolve.identity=username

# cat /opt/SUNWppro/lib/.sunsolvepw

password

If you can log in to SunSolve successfully by using the display user name and
password, try the solutions for Cause 1.

If a Patch Fails to Be Applied by pprosve -i -p, the Patch JAR File Is
Erroneously Deleted From the Sequester Directory (4898638)

Description: ~ If a patch fails to be applied by pprosve -1 -p, the patch JAR file is deleted
from the sequester directory.

If you later try to manually apply the sequestered patch, the operation fails
because the patch JAR file no longer exists in the sequester directory.

Cause: PatchPro erroneously removes the patch JAR file from the sequester directory.
Workaround:  To apply this patch, do the following;:

1. Use the pprosvc -d -p command to download the patch.

2. Go to the sequester directory.

3. Use the unjar command to extract the files from the patch JAR file.
4. Apply the patch by using the patchadd command.

Cannot Apply Signed Patches Due to Insufficient Disk Space

Description: It is possible that signed patches cannot be applied if there is insufficient disk
space.

Workaround:  Ensure that enough disk space is available in the patch directory, which you can
identify by running the following command:

# pprosetup -L | grep Download
Download directory: /var/sadm/spool

Chapter 3 » Runtime Issues With Solaris Patch Management Tools 15
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For information about disk space considerations, see the Signed Patches
Administration Guide for PatchPro 2.2.

PatchPro Issues a Disk Space Error When Applying Patch 113176-01 or
113176-02

Description: ~ When you apply Patch 113176-01 or 113176-02, PatchPro issues a disk space
error.

Cause: This pat chadd problem was introduced by recent patches to the SVR4 package
code. The broken patches have been removed from the PatchPro database so that
they cannot be reinstalled automatically.

Workaround:  Remove the appropriate patch.
®  Solaris 9:

# patchrm 112951-02

m  Solaris 8:

# patchrm 108987-09

PatchPro Cannot Access SunSolve Resources
<=com.sun.patchpro.database.DBBuilderFailedException: No valid download source.

Description: ~ PatchPro encounters a state machine failure. A similar message is written to the
PatchPro log file when PatchPro cannot download the patch database and
detector files from SunSolve.

Cause: PatchPro is operating behind a firewall and requires a proxy to access the
SunSolve resources.

Workaround:  Configure a valid proxy server. For more information, see the Signed Patches
Administration Guide for PatchPro 2.2.

PatchPro Cannot Reach the Internet

This message appears when you try to use PatchPro:

Downloader.getResponseCode () : IOException [URL with server]/patchprodb.zip
Description: ~ This message indicates that PatchPro is incapable of reaching the Internet.
Cause: The following are possible causes:

m  Cause 1 - Your system must get through a proxy to access the Internet, and
the proxy has not been entered properly.

®  Cause 2 - The proxy is entered correctly, but the proxy requires a password.

m  Cause 3 — All the settings are correct, but the firewall prohibits access through
HTTP (port 80) or HTTPS (port 443).

m  Cause 4 - Network failure.
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Workaround:

Resolve this problem by doing one of the following;:

For Cause 1, double-check the host name and port of your proxy, and inform
PatchPro by typing the following:

# /opt/SUNWppro/bin/pprosetup -x proxy host:proxy port
For Cause 2, the proxy password feature is not yet supported by PatchPro.
For Cause 3, contact your system administrator about unblocking those ports.

For Cause 4, contact your network administrator about the network outage.

Your institution might have a firewall that blocks HTTPS (port 443). Check this
with your system administrator.

If you still cannot contact the Internet, you can perform a test. Download wget
from http://sunfreeware.comand type:

# wget https://patchpro.sun.com/apache pb.gif

If you get a picture of a feather, then your system does not have a proxy and
the problem you are seeing with PatchPro is related to something else.

If you do not see the feather, then your browser knows something that
nothing else does.

You might be able to figure out how to get PatchPro through your firewall by
reviewing your browser’s preferences.

Chapter 3 * Runtime Issues With Solaris Patch Management Tools 17
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CHAPTER 4

Documentation Issues Regarding the
Solaris Patch Management Tools

This chapter describes known documentation problems.

Solaris 9 smpatch(1M) Man Page Issues

The Solaris 9 smpatch(1M) man page is delivered as part of the Solaris 9 software in the
/usr/share/man/smanlm directory. You can access this version of the man page by using the

man command.

The following sections describe problems with the man page.

Incorrect Description of Role Usage

Description:

Workaround:

The sentence in the Description section about roles is incorrect. The
sentence reads:

To run this command on multiple machines, you must first create a
role on each machine that contains the necessary rights to perform
patch management.

While you are permitted to use roles to run the smpatch on multiple
systems, you can also grant these rights to an ordinary user. Or, you
can run smpatch as superuser, who has all rights.

Incorrect Example of smpatch add -n

Description:

Workaround:

In Example 1, an extraneous slash (/) appears in the path of the
smpatch command. The path name shown is
/usr/sadm/bin//smpatch.

Remove the extra slash in the path name of the smpatch command
so that it reads /usr/sadm/bin/smpatch.

Incorrect Example of smpatch add -x mlist

Description:

Example 3 incorrectly shows how to specify the patch list file.

19



/usr/sadm/bin/smpatch add -H myhost -p mypasswd -u root -- \
-x mlist=/tmp/patch/patch file \
-x mlist=/tmp/patch/machine file

Workaround:  Change the first instance of m1ist to idlist. The example
command line should be as follows:

/usr/sadm/bin/smpatch add -H myhost -p mypasswd -u root -- \
-x idlist=/tmp/patch/patch file \
-x mlist=/tmp/patch/machine file
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